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Zero Trust Defined

A conceptual security model and associated set of mechanisms
that focus on providing security controls around digital assets 
that do not solely or fundamentally depend on traditional 
network controls or network perimeters
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Examples of Zero Trust 
within AWS
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Interacting with AWS APIs

TLS

Use case 0 for Zero Trust?

every
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AWS Services interacting with each other

Auto scaling group

AWS Identity 

and Access 

Management

Exact same identity-centric mechanism you use

Alarm AWS Auto Scaling
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Avoid a binary choice
G U I D I N G  P R I N C I P L E  # 1

ORAND

VPC

Security group

Optimally:
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Focus on use cases
G U I D I N G  P R I N C I P L E  # 2

Same:

Different:

Focus:

Avoid:
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Public subnet

Enabling friction-free access to internal apps

VPC

Private subnet

AWS Cloud

Internet 

gatewayInternet

Application load 

balancer with OIDC 

authentication enabled

AWS WAFAWS Shield

Corporate 

Identity 

Provider (IdP)

Authenticated onlySaaS-like experience Managed protections

Private subnet

AWS Verified 

Access

Corporate 

Device Manager

Other context providers 

(behavior, location, etc.)

Managed protections+
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Private subnet

Rethinking Service-to-Service communications

VPC

AWS Cloud

No Access

security group

No Access

security group

Amazon VPC Lattice Service Network

Link-local address range

(169.254.0.0/16)

Amazon VPC Lattice

Lattice Lattice

Amazon VPC Lattice Service Network

Service Definitions

Target Groups

Action Rules

IAM Policies

SigV4 SigV4HTTP(S) HTTP(S)

AWS Identity and 

Access Management

Private subnet

VPC

AWS Cloud

No Access

security group

Lattice

Private subnet

VPC

AWS Cloud

No Access

security group

Lattice
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Inherent capabilities of AWS

• Software defined dynamic microperimeters

• Request level authentication and authorization

• Perfectly accurate, maintenance free inventory and state data

• Machine identity with cryptographically verifiable hardware root of trust

• Credential distribution and rotation at hyperscale

• Many more… 

S I N C E  T H E  D A W N  O F  T H E  C L O U D
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