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“IT’S GOOD ENOUGH FOR GOVERNMENT WORK”
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Public 
sector work 
has never 

been more 
important

24 weather/climate disaster events causing 253 deaths and $57 billon in 
damages this year

75% of all IT organizations will have a ransomware event by 
2025. In 2023, Education, Healthcare, and Government were top 5 
targets. Average cost of a cyber event is $4.5 million

From May/2020 to present, there have been 4,446 protests in cities 
worldwide with 45 people killed, over 14,000 arrested, and billions in 
damages



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

• FREQUENT OPERATIONAL BUDGET REDUCTIONS

• GOVERNANCE / POLICY DEVELOPMENT

• AGING INFRASTRUCTURE ASSETS

• INCREASED DEMAND FOR REMOTE ACCESS

• WORKFORCE DEMOGRAPHIC SHIFTS/PENDING 
RETIREMENT

• SCRUTINIZED EXPENDITURES

• PERSISTENT CYBERSECURITY RISKS

• FORCED RISK ACCEPTANCE

PUBLIC SECTOR
INNOVATION 
CHALLENGES

GOVERNMENT EDUCATION

NON-

PROFIT
HEALTHCARE
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Improving 

Constituent/Student 

Experience

Reducing Risk

Increasing 

Organizational 

Efficiency

Enhancing Cybersecurity, 

Compliance Posture. 

Improving Resilience

Driving Innovation in Public Sector in Three Ways

Modernizing Digital 

Services and 

Platforms

Increasing Productivity, 

Reducing repetitive and 
menial tasks
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Improve 
Constituent/Student 
Experience

Cloud Enables Organizations to…
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A D M I N I S T R A T O R SS U P E R V I S O R SA G E N T S

Many disjointed 

applications requiring 

weeks of training

Disconnected, limited, 

& incomplete data

Slow innovation with 

high cost and long 

implementation times

Common challenges we hear

Inconsistent and 

repetitive experience 

across channels

C U S T O M E R S

How happy are you with your 

customer experience?
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Amazon Connect

One application. One seamless experience.

U S E D  B Y  + 1 0 0 , 0 0 0  A M A Z O N  

C U S T O M E R  S E R V I C E  A S S O C I A T E S

T E N S  O F  T H O U S A N D S  

O F  C U S T O M E R S

M O R E  T H A N  1 0  M I L L I O N  C O N T A C T  

C E N T E R I N T E R A C T I O N S  A  D A Y
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A M A Z O N  
C O N N E C T

“Student wait time also dropped to less 

than 30 seconds to talk to an agent at similar 

staffing levels, compared to average wait 

times of greater than 15 minutes before 

the implementation.”

—Antonino Cummings

Principal Project Manager, UT Austin

From 15 minutes to 30 seconds

AI at the heart of every interaction

✓ Understand what the customer wants

✓ Analyze and authenticate customers’ 

using their voice

C U S T O M E R
O M N I C H A N N E L  C U S T O M E R  E X P E R I E N C E

app built by

Chat, SMS,

and messaging

Voice 

authentication

Conversational IVR 

and chatbots

High quality 

voice

Task 

management

In-app/web

calling and video

Outbound 

campaigns
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CA DMV Implements a Faster, Customer-Centric Contact Center

55% of calls answered within 30 mins

“We understand our customers’ 

time is valuable, and we want to 

shorten their interaction with 

us.”

Sonia Huestis, Deputy Director,

DMV’s Customer Service Division

Challenge:

• Increased call volumes due to REAL ID requirements

• Long wait times (up to 2 hours) during COVID-19 office closures

• Agents' concerns about remote work tools/systems

Solution:

• Implemented Amazon Connect cloud contact center

• Deployed chatbot "Miles" using natural language processing

• Whisper feature briefs agents on call topic before connecting

• Real-time chat and data analytics to discern caller intent

50% of callers use self-service chatbot
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Amazon Connect has tens of thousands of 
customers supporting more than 10 million

contact center interactions a day
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Reduce Risk

Cloud Enables Organizations to…
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Categories of failure

Code deployments 

and configuration
e.g. bad deployment, 

cred expiration

Core 

infrastructure
e.g. datacenter failure, 

host failure

Data and state
e.g. data corruption 

Highly unlikely 

scenarios 
e.g. All of internet failure, 

environmental disasters, 

'image: Flaticon.com

Dependencies
e.g. infrastructure, 

external APIs
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Why backup – or, tell a story in one sentence
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Service Delivery 
Outages and Cyber 

Events are Now 
Front Page News
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REPORTED RANSOMEWARE INCIDENTS NATIONWIDE
IN 2023

State/Local 
Government 

Agency

Post Secondary

95

72

K12 School Districts 108
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SURVEY OF IT LEADERS FOLLOWING 
RANSOMWARE ATTACKS

of the attacks attempted to infect backup 
repositories 

had their data encrypted during the attack

of organizations who paid the ransom still could 
not recover their data

97%

53%

34%

36% of 
organizations 
restored to a 
sandbox before 
production

12% recovered 
without paying 
the ransom

64% believe a 
complete 
overhaul is 
needed
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Resilience

High availability 

Resistance to common failures through 

design and operational mechanisms at 

a primary site

Core services, design goals to 

meet availability goals

Disaster recovery

Returning to normal operation within 

specific targets at a recovery site for 

failures that cannot be handled by HA

Backup and recovery, data bunkering,  

managed recovery objectives

T
h

e
 m

e
n

ta
l 

m
o

d
e

l

Continuous improvement 

CI/CD, observability, moving beyond pre-deployment 

testing towards chaos engineering patterns

Ability of a workload to recover from infrastructure or service disruptions
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Region & number of 

Availability Zones

3

3
3

3

3

6

3 3
3

3

3

3

433
3

423

Enabling resilience of the cloud

We offer 200+ fully featured services from 105 Availability Zones (AZs) across 33 Regions, globally 

AWS Availability Zone (AZ)AWS Region

A Region is a physical location 

in the world where we have 

multiple Availability Zones

Availability Zones consist of one 

or more discrete data centers, 

each with redundant power, 

networking, and connectivity, 

housed in separate facilities

Transit

Transit AZ

AZ

AZ

AZ

Data center Data center

Data center

3

3

3

3 3

3

3
3 3

3

3

3

3

3
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Multi-AZ application
Region

Availability 

Zone A

Availability 

Zone B

Availability 

Zone C

Elastic Load Balancing

InstancesInstancesInstances

DB instance 

standby

DB primary 

instance
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Ransomware mitigation on AWS

Use AWS Elastic Disaster Recovery for ransomware protection, detection, response, and recovery 

Endpoint detection and response (EDR)
Detect and eliminate threats using integrated solutions from AWS Partners

Point-in-time recovery
Recover your servers by using unlocked and unencrypted point-in-time snapshots

Account isolation
Protect your workloads by isolating your staging account from your production and recovery accounts  

Immutable snapshots
Keep your data safe with immutable snapshots that can’t be altered or overwritten
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AWS Elastic Disaster Recovery key benefits

Ransomware 

recovery
Launch unlocked and 

unencrypted versions of 

your applications

Easy testing
Conduct 

non-disruptive 

drills to verify 

readiness

Data protection
Recovery point 

objectives (RPOs) 

of seconds

Lower costs
No need to pay for 

idle recovery site 

resources

Faster recovery
Recovery time 

objectives (RTOs) 

of minutes
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AWS Elastic Disaster Recovery patterns

On premises to AWS

AWS Region to AWS Region

Other cloud to AWS

AWS Availability Zone to 

AWS Availability Zone
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A Highly Performant, Efficient DR Solution for Tyler

20 minute recovery time

“We are confident in our 
recoverability. Using AWS Elastic 
Disaster Recovery helps us to sleep 
better at night.”

Christopher Armstrong, 

Director of Information Security,

Tyler Technology

• Provider of integrated software and technology services to the public sector, 
Tyler Technologies (Tyler) required a disaster recovery (DR) solution that could 
quickly restore large, complex systems involving thousands of servers.

Solution:

• Implemented AWS Elastic Disaster Recovery with help from AWS 
Professional Services

• 12x Faster Recovery Time

• Achieved 20 minute recovery time vs 4 hour SLA

12x faster recovery compared to legacy DR
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Mississippi Department of 
Employment Security

“The risk factor is considerably 

less because all the data is 

encrypted in the cloud and no 

personally identifiable 

information is stored on 

premises."

Implemented AWS Elastic Disaster Recovery as security 
solution to minimize downtime and data loss in case of a 
ransomware attack

Enabled fast and reliable recovery of physical, virtual, and 
cloud-based servers in case of an outage

Gained reliable, non-disruptive testing and real-time visibility 
into health of servers

- Mohammed Jalaluddin, Chief Technology 

Officer, Mississippi Department of 

Employment Security

Migrated multistate unemployment insurance system to 

AWS in less than 8 hours, cutting costs by 72% and 

scaling up 4,000%
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Increase 
Organizational 
Efficiency

Cloud Enables Organizations to…
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Gartner, Four Generative AI Use Cases for the Digital Workplace 2023

Generative AI is likely to be the most disruptive 

innovation yet encountered in the digital 

workplace.

Productivity is improved by over 30%, on 

average.”

https://www.gartner.com/document/4823331
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Challenges with using 
existing generative AI 
assistants at work

Lack of context

Security

Data privacy

Compliance
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Generally  Avai lable

Amazon Q
Reinvent work with AWS’ 
generative AI–powered assistant

Attains superior

generative AI performance on tasks

Available wherever your work

Knowledgeable of your

company, code and systems
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B O O S T  Y O U R  W O R K F O R C E  P R O D U C T I V I T Y  W I T H  G E N E R A T I V E  A I

Amazon Q Business Overview

Delivers quick, accurate, and 
relevant answers to your business 
questions, securely, and privately

Execute actions using out-of-the-
box or custom plugins

Respects existing access control 
based on user permissions

Connects to over 40 popular 
enterprise applications and 
document repositories

Enables administrators to easily 
apply guardrails to customize 
and control responses

Streamlines daily tasks with user-
created lightweight applications

NEW

NEW
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Built-in connectors

U N I F Y  C O N T E N T  F R O M  A L L  

Y O U R  E N T E R P R I S E  S O U R C E S  

T O G E T H E R  

I N  A  F E W  C L I C K S !

Adobe Experience Manager

Alfresco

Amazon Simple Storage Service 

(Amazon S3)

Atlassian Confluence

Aurora (MySQL, PostgreSQL)

Box

DB2

Dropbox

Drupal

Custom Connector

FSX for Windows

Github

Gmail

Google Drive

Jira

Microsoft Exchange

Microsoft OneDrive

Microsoft SharePoint

Microsoft Teams

Microsoft Yammer

Microsoft SQL Server

Quip

Salesforce

ServiceNow

Slack

Web Crawler

Workdocs

Zendesk
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Amazon Q Apps (Preview)

Easily convert an Amazon Q 
conversation into a lightweight 
application or describe what you 
want to build using natural language

Employees can share their 
applications with other 
employees or publish them to 
the organization’s catalog for 
others to use as is, or modify 
them to their particular needs

Leverages your enterprise data 
through Amazon Q 40+ connectors

Inherits Amazon Q security and 
governance controls, including user 
authentication and access controls

NEW

E A S I L Y  B U I L D  A N D  S H A R E  C U S T O M I Z E D ,  S E C U R E ,  L I G H T W E I G H T  A P P L I C A T I O N S  
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Using, customizing, and publishing the app

Using or customizing the app Publishing the app in the library
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Discovering apps in the library
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Working Backwards
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Step 1: Start with the Customer

Step 2: Craft the Working Backwards documents

Step 3: Refine the documents

Working backwards process
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1. Who is your customer?

2. What is the customer problem or opportunity?

3. What is the most important customer benefit?

4. How do you know what your customer needs or wants?

5. What does the experience look like?

5 Questions
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Working backwards documents

Press Release FAQ Visuals
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Press release

• Focus on the customer need

• The customer quote is key

• Leap into the future: Think BIG

• Avoid jargon

• Say it simply and clearly
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The FAQ

• Include both customer FAQs 

and stakeholder FAQs

• Include the hard questions

• Share your Press Release early 

to gather questions
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The Visuals

• Rough idea – rough drawing

• Match fidelity to maturity of your 

idea

• Don’t be afraid to be provocative

• Create discussion
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Working Backwards 
Workshop
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Over 150 AWS Consulting Partners to help migrate

AWS Migration Competency Partners (150+)

Established AWS migration practice 

At least advanced level AWS Consulting Partner 

AWS certifications and certified consultants 
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AWS customer skills enablement
Migrate and build faster in the cloud

AWS Professional Services

Accelerate your business outcomes

AWS Training and Certification

Build skills and validate expertise

AWS Managed Services

Operate your AWS infrastructure 
on your behalf

AWS Support

People, technology, and programs to 
optimize and secure your environment

AWS IQ

On-demand help from AWS Certified 
third-party experts

AWS Partners

A global network with deep AWS expertise

Professional Services in 
AWS Marketplace

Services to configure, deploy, and 
manage third-party software
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Please Provide Your Feedback

Step 1: Select Exec Track

Step 2: Select Powering Public Sector Innovation Using the AWS Cloud
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Thank you!
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How Cloud is Driving 
Innovation and 
Modernization
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1. Cloud Enables Organizations to be Data Driven

“Data is every organizations 
most valuable asset.”

By making 10% more data 

accessible, a typical Fortune 

1000 company will see a $65 

million increase in 

net income.1

415% 
five-year ROI2

48% 
reduced total 

cost of operations2
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ENROLLMENT

STUDENT DEMOGRAPHICS

ATTENDACE / GRADED

RESEARCH DATA

GRADUATION RATES

FACULTY RECORDS

PUBLIC SAFETY

PUBLIC HEALTH

ENVIRONMENTAL SERVICES

JOB & FAMILY SERVICES

EMERGENCY MANAGEMENT

COURTS & CORRECTIONS

INCOME TAX

ECONOMIC DEVELOPMENT

WATER / SEWER

PARKS & RECREATION

PUBLIC SERVICES

TRAFFIC & ENGINEERING

Student Transcripts

Admission Data

Assessment Data

Enrollment Forms

Financial Aid Records

Emergency Response Metrics

Patient Care Records

Criminal Records

Environmental Data

Offender Data

Conviction / Arrest Rates

Crime Activity

Taxpayer Records

Social Security #’s

Tax ID’s

Budget & Finance Data

Contracts & Agreements

Employment Records 

Payroll Information

Bank Account & Routing #’s

Legal Documents

More data is being generated than ever before 

87%
of enterprise data will 

be stored in cloud 

environment by 2025

3x
Growth of enterprise 

data stored by 

organizations by 

2025



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

No longer kept in silos 

or as the property of 

individual departments

View data as an

organizational asset

Data must be

accessible

Put data

to work

Available easily and 

securely to anyone 

who needs 

access to it

Used in analytics and ML 

to make better decisions, 

create efficiencies, and

drive innovation

Cloud Enables Organizations to be Data Driven

Improve operational 

efficiency
Make more informed 

decisions

Accelerate innovation
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DATA SILOS

DATA 

WAREHOUSE

PUSH
PULL
ETL

DATA 

PORTAL

Emerging 
to

Log 

analytics

Big data 

processing

Machine 

learning

Data 

warehousing

Non-

relational

databases

Relational 

databases

Data 

Lakes
Open formats

Central catalog

Cloud Enables Organizations to be Data Driven
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ENABLE DATA SHARING BETWEEN 
ORGANIZATIONS

SIMPLIFY DATA MOVEMENT 
BETWEEN SYSTEMS

ENABLE OFF NETWORK 
SYSTEM ACCESS 

ENHANCE BUSINESS DECISION 
MAKING

POSITION ORGANIZATION FOR 
FUTURE INNOVATION 

Cloud Enables Organizations to be Data Driven
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GEORGIA DATA 
ANALYTICS CENTER
https://gdac.georgia.gov/

GDAC is the states central data repository and the 

go-to entity for data driven decision making

Data access is governed to answer critical questions 

for agencies, executive leaders, and legislators

“With agency data that spans decades, GDAC’s 
impact would not be possible without the cloud”  

Kanti Chalasani, GDAC Director
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https://www.ncdhhs.gov/

NCDHHS manages health and human 

service delivery for all state citizens

Data was spread out among numerous 

systems across the state. ETL processes were 

manual and data was not always up to date

During COVID stood up a new Business 
Intelligence Data Platform in 48 hours, 

enabled real-time data sharing, analytics, 
and reporting
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2. Cloud Improves Business Resilience and  Disaster Readiness 

Service Delivery 
Outages and Cyber 

Events are Now 
Front Page News
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REPORTED RANSOMEWARE INCIDENTS IN FLORIDA SINCE 2017

Public Safety

State/Local 
Government 

Agency

Education

13

51

13
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SURVEY OF IT LEADERS FOLLOWING RANSOMWARE ATTACKS

of the attacks attempted to infect backup 
repositories 

had their data encrypted during the attack

of organizations who paid the ransom still could 
not recover their data

97%

53%

34%

36% of 
organizations 
restored to a 
sandbox before 
production

12% recovered 
without paying 
the ransom

64% believe a 
complete overhaul 
is needed 
between their 
backup and 
security teams
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COMMON RECOVERY CHALLENGES

High costs to maintain duplicate infrastructure

Lack of backup and recovery strategies prioritized by application

Inability to test backups and meet recovery objectives 

Lack of technical capabilities and security training

Increased Cyber Liability Insurance costs and requirements

Cloud Improves Business Resilience and  Disaster Readiness 
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Disaster Ready Operations 
Achieve steadfast reliability and availability based on top-tier recovery 
objectives and security best practices.

Operational Efficiency
Obtain substantial cost savings by reducing the need for duplicate 
infrastructure and licensing.

Business Continuity & Resilience
Minimize downtime and data loss by frequently conducting easy-to-
launch, non-disruptive disaster recovery drills to gain peace of mind.

Cloud Improves Business Resilience and  Disaster Readiness 
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Cloud Improves Business Resilience and  Disaster Readiness 

• Identify source servers want to backup

• Install Replication agent / Set Recovery Region / Define Subnets

• Configure replication and launch settings in EDR Console

• Begin replicating data to AWS cloud at block level
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Children’s Health Orange County 
(CHOC)

“We gained a sense of

confidence and relief in

knowing that our systems

are ready. We can spin up

workloads at scale on AWS at

any time, with the RPOs and

RTOs we require."

Significantly improved RTOs and RPOs for 400+ servers

Improved data visibility with dashboards and reports

Single DR service supports and protects multiple 
healthcare applications

- Adam Gold, Chief Technology Officer, 

CHOC

Easy deployment, management, and testing to ensure 

recovery from IT events involving data corruption such 

as ransomware
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Michigan Health Information 
Network (MiHIN)

“We have a new level of flexibility 

in the cloud. Before, we always had 

to procure servers and storage to add 

more capacity for new services. 

That whole process would take a 

month or longer. We’re a much more 

responsive and agile organization 

using AWS, and that helps us grow 

our organization.”

Collocated data center costs increased technical debt, 
limited scalability, and created information security risks

Improved data visibility with dashboards and reports

MiHIN migrated to the AWS cloud and greatly reduced 
hardware costs and licensing while increasing security, 

flexibility, and scalability. 

- Tim Pletcher, Executive Director, MiHIN

12 million patient health information messages pass 

through MiHIN network weekly
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Florida State University (FSU)

Florida State University already 

understood the need for a long-

term continuity of operations 

plan, and the devastation 

Hurricane Michael wrought on the 

surrounding areas solidified how 

critical a disaster recovery service 

is to their overall operations.

Implemented AWS Elastic Disaster Recovery to minimize 
manual intervention and leverage automation

Delivered a near-zero data loss with less than one hour of 
RPO, a four-hour RTO for Tier-1 services, and an overall 
RTO of 12 hours

Gained peace of mind with advanced solution to manage 
unexpected disruptions

Needed to protect key learning systems and sensitive 

student data from unplanned outages, particularly 

during hurricane season
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Plan

TCO Calculator

Migration Evaluator

AWS Pricing Calculator

AWS Budgets 

Run

AWS IAM

Billing Console

AWS Purchase Order 

Management

AWS Budget Actions

See

AWS Cost Explorer

AWS Cost & Usage Reports

AWS Cost Categories

AWS Cost Anomaly Detection

Save

Savings Plans

Reserved Instances

Recommendations

3. Cloud Enables Predictable Infrastructure Utilization
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Cloud Enables Predictable Infrastructure Utilization
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Agility and 
staff productivity

Outsourcing changes

EOL HW/SW

Going global 
quickly, M&A

Improved security and
operational resilience

Cost reduction

IoT and AI/ML

Business drivers for migrating to the cloud

Data center
consolidation

Digital
transformation
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Over 150 AWS Consulting Partners to help migrate

AWS Migration Competency Partners (150+)

Established AWS migration practice 

At least advanced level AWS Consulting Partner 

AWS certifications and certified consultants 
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KEY TAKE AWAYS / Q & A

NOT ACTING HAS GREATER CONSEQUENCES 
THAN A FAILED MODERNIZATION

BALANCE THE ART OF THE POSSIBLE AND THE 
REALITY OF THE FEASIBLE

INFORMATION SECURITY CONSIDERATIONS 
MUST BE PRIORITIZED

A/I AND PREDICTIVE ANALYTICS REQUIRE A 
STRONG DATA FOUNDATION 

CLOUD CAN ACCELERATE

MODERNIZATION EFFORTS

WELL PLANNED MODERNIZATION PROJECTS 
CAN REDUCE TECHNICAL DEBT AND 

OPERATING COSTS
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AWS customer skills enablement
Migrate and build faster in the cloud

AWS Professional Services

Accelerate your business outcomes

AWS Training and Certification

Build skills and validate expertise

AWS Managed Services

Operate your AWS infrastructure 
on your behalf

AWS Support

People, technology, and programs to 
optimize and secure your environment

AWS IQ

On-demand help from AWS Certified 
third-party experts

AWS Partners

A global network with deep AWS expertise

Professional Services in 
AWS Marketplace

Services to configure, deploy, and 
manage third-party software
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Thank You!

Please 
Complete Our 
Session Survey 

and Share 
Your Feedback


